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©EMA: «Eyypagi MeTagopéwv OTNV Awbiktoakh Ynnpeoia ap. 13 map. 3
Kavoviopoo (EE) 2017/2226>

ZXET: o) Yr' aptoud 1588/21 /2027275 and 01/10/2021 £yypago (A.EA/AEYOYNZIH
MPOITAZIAZ TYNOPQNTMHMA EAEMXOY ZYNOPQN)

B) To ur’ aptd. 9762/25A — 198167 amné 07/10/20019 £yypapo pag.
y) H ané 25/01/2022 Kowrj EmoToAA Tou FRONTEX kat Tov eu-LISA.

1. & guvéxela avwTépw (o) Kat (B) OXETIKWY, 0OC Sl BLRATOVHE guvnupéva avwTépw (Y) 6uoto, To omnoio
a@gopd ot EVNUEPWON TWV Opyaviopv FRONTEX kat eu-LISA Tpog Ta KPATN péAN ToL TIPOKELTAL vV
vAomotjoouy Kat gpapubéoowy TO ZOOTNHA Ewé6ov EEGBoL (Entry — Exit System — EES), nepl TNG
LTIOY PEWCNG TWY ETOLPELLV TIOV 5pACTNPLOTIOLOOV TAL OTLG METAPOPES NPOCWNWY (EKTOG gviai{ov XWpPoL

Schengen) Yyl NAEKTPOV KA AMOGTOA OUYKEKPULEV WV oToEWY EMPBATWV uMNKOWY TPITWY XW
fiplo Kat 01ad

B

pop_rj_)}_gpw nv empBipagn.ToLs gTo avTtioTolo Héco, n omola 8a mpay patonoteiTal

Aoy KaTOMY AQYNC GXeTikig andvtnong («OK» A «not OK"). AVWTEPW avaQepGUEVN EMKOWwvia Ba

z

npaypaTonoteiTal péow OXETIKAG SLABIKTLAKNG vnnpeaiag, n onola npoPAéneTaL and TNG dldtagn tov
&p. 13 nap. 3 €. TOL Kavoviopod (EE) 2017/2226 mov agopd otnv Béoman TOV svotiuatog Ewobdov -

EEG60v (Entry Exit System — EES) kat Tnv omnoia vhototel 0 eu-LISA.

2. Katémw todTtov, fewpeltal anapaitnTog o OUVTOVIOUOG OE €OV ko eninedo TIPOKELEVOL Slac@aAoBel

’,

4T, OL AV WTEPW aAvaPEPOUEVES eTapeleg Oa EVNUEPWOOUY EMAPKWG AVOPOPLKA UE TIG VEEC LTIOXPEWCTELG
Tov amoppéovy and TNy Evpwraikr NopoBeoia kat fa mpoeToaceody gy Kalpwg Kat KO TOAAAAWG YL
TNV eKMAPWaN QUTWY. € autd To MAaiato, oLOTAVETAL OTIWG OL unéyn £TALPELES OAOKANPWOOLY TNV
gyypaery Toug oTNV OXETIKA BLABIKTLAKA Ynnpeola €éwg TO L%Q&Q&@Mu 2022, IPOKEWHEVOL Vv

z

elvaL og Béon o eu-LISA va npoPel o€ BOKEG Kal KaT emékTaon, 0€ OAEG TG anopaitnTEeg TPOTOMOTELG
oTnv ev Ay w Sladutuakr Yrnpeoia, WoTe auTr va kaTaoTEl EMUYELPNOLAKE £TOLUN katé Tnv évapgn TG

ETILYELPNO LK Aertoupy(ag Tov ZVOTAUATOG Ewo460v-EESDOU, OTMMMQZ.

3. Y6 T0 QWG TWY AVWTEPW, MO PAKAAOUHE YL TNV gvnuépwaor] oag KaLylx Ty KaT& AGYO apPoBLeTNTAG

z

gvnuépwan TwWy ETALPLWV TIOL 5pACTNPLOTIOLOOV TAL OTOV unéyn KAGHO, TTPOKELEVOL npoPoOv O GAEG TIG
amnopai{TnTEG EVEPYELEC Yia TNV €YY PAPH TOLG OTNV €V Aoy w SlabKTLaK vnnpeoia, oWV UE TA
SlaAappavoueva oTNY guvnuuévn aAAnAoy pagia, WOTE va KATAOTOOV EMAPKWG TIPOETOLHACUEVEG Y10
Tnv évapgn ETLYELPNOLOKIG Aertoupy(ag TOU svotrpatog Elgédov - EE6B0v. Ma TtTnNv SLeLKOALV O] TOUG,

z

~ag anooTENOVHE guvnUpéva OXETKG EVNUEPWTIKG LAKS TIOL a@opd oTNY EYYpPAPN OTNY BLabIKTLAKNA

~iq, KKOWG KoL A emuépoug {nTripata.

~n 10V N YRNpeoia oag toyX&veL avapuodia, napaKAAE(OBE Yl TNV S piBaon Tov noapdévTog

4§10 Ale0Buvon Tov Popéa 0ag, KO OTIOLIVTAG MAPAAANA KaL OTNY Ynnpeoia pag.

jlotéuevov KA&Gov AANOSATIOV KoL Mpootaciag suvépwy Tov A.E.A, 0TO omolo

,6v, Mo pakaAeTaL ya Tny evnuépwan.
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< B) Tour’ aptd. 9762/25A — 198167 and 07/10/20019 €yypapd pag.

1. Zag SlaBiBagovue cuvnuuéva avwTtépw (a) oXETIKG To omolo nepAauBAvEL TANPOYPOPIEG AVAPOPLIKA HE

TNV EYY PP ETALPLIV TIOL PACTNPLOMOLOVVTAL G TOV KAGS0 TNG HETAPOPAG EMPATWY, ATS KAL TTPOG TOV
XWpo Schengen, g€ SLlabIKTLAKY LTINPEEG{A N onola B TOLG EMLTPEMEL VA SLEVEPY OUV EAEYXOUG T @aAelag
o€ UNKGOLE TPITWY XWPWV PO TNG aP{§eWg Tovg oe kpdTog uéhog tng E.E.
. H Aertovpyia TNG &v Ady w SladikTuaKkrig unnpeoiag Kat n xprjon tTng and toug peTapopEels, mpoBAEnETAL
and Tng SdTagEn Tov 4p. 13 nap. 3 en. Tov Kavoviopod (EE) 2017/2226 mov agopd atnv 6éomion Tou
TvothApatog Ewoédov — EE660u (Entry Exit System — EES). Ot ougnTrioelg ya tTnv dnuiovpyia kat tov Tpdmo
Aertovpy {ag TnG dadiktvakric vnnpeoiag, kaBwe eniong kat eni Twv StaAapBavOPEVWY 0To MaPOY, £XOLV
ABeL xWpa KAt TG ouvedpldosl tng Opddag Epyaciag Metagopéwy, ya tn ocbotaon tng onolag
EVNUEPWONKATE UE AVWTEPW (B) OYXETKO.
. KaTémw Twv avwTépw, MTOPAKAAOOME Yo TNV evnUépwar 0ag Kal yla Tnv Katd Adyo apuodidtntag
EVNUEPWON TWY ETALPLIV TIOL SPACTNPLONOLODVTAL OTOV LTIOYN KAGGO, MPOKEEVOL TTPOPOUY OE GAEG TIG
anapal{TnTeg eVEPYELEG YA Ty, EYYMQ TOUG OTNY €V ASyw BladilkTuakr vnnpeoia, cOHPWYVA PE TA
SLaAaUBAVOUEVA GTNY CUVNHKUEVN cx)\)\n}\oypcxcpta WOTE VO KATAOTOOV EMOPKWE TPOETOLAOUEVEG YO
v évapEn emyepnolakic Asttovpyiag Ttov Iuotrpatog Ewédov — EEGGov, n omoia, Bhoel Tou
VQLOTAPEVOL TPOY PAPUATIOHOD, avapéveTaL va AdBeL xWpa Tov M&lo-Ton.2022.

T e nepintwon mov n Ynnpeoia oag TuyXavel avapuddia, napakaAelode yia tnv SwaBiBacn tov napévtog
otV Ka®’ OAN appbédla AlebBuvan Tov Popéa 0aG, KOWOTMOLWVTAG TAPEAANAX Kat oTnY Ynnpeoia pag.

To Mpageio k. MpoigTduevov KAGGov AMobanwv kat Mpootaciag Zuvépwv Ttou A.E.A, oTo omoio
LMOBEAAETAL TO MO PGV, MAPAKAAETAL YA TNV EVNUEPWON.

O AIEYOYNT HZ
A THN ANTIFPA®H APIZTEIAHZ ZT AMOYAHZ
A©HNA, 01/10/2021 AZTYNOMIKOZ AIEYOYNT HZ
O/H XEIPIZTHZ

AEA/AIEYOYNZH MPOZTAZIAZ ZYNOPQN

IQANNHZ MYPZOZ
APXIOYAAKAZ



EAARNIKE AHMOKpA T, , -10-2019
YIOYPrgy MPOrTAYIAY 10y Abiiva,  3-10.
TH

APXHIR EAAHNIKy AZTYNOMA: Itrox
KAAAQy AAAOAATION IPOXTAF .y BA. IINAKA ATIOAEKTON

o)
2° TMHM4 EAErxoy LYNOPoN vy _,
A Kavellonoﬁlov 4-10177_ AOHNA i A
APHS0g ; v/ TA vog-Havayla’)‘mg "wo [ 8‘._ L0~ §

Zbi ks P
e-mail; tes.borderprotection@astynomia.gr el Miaide : Q j R ‘
4p10. llp,,. 9762/254. 198167 : ..;

. ; : fi iwv
OEMA; «Ouadqg Epyaociac Meragopswy: VWaoTotroinon 07,0')‘(/5"38
srrmo:vwviag EVwoewy HeETapopéyyy, Kai aasloﬁornusvwv HeTapopéw
£0viIké EMitTedo,))

OXeTIka pe v urroxpe’won ™Mg amé TAeupdc TOUG karoyric adeiag raé:él?u TTPOKEINEVOU va
"PAYLATOT oGy, oUvvopn HETABaon mpoc 1oy We dvw xdpo. Kar 8"“”“"9’ sesse
QVWTEp W Vouikg Keipevq, EYkabiSpyoyrq Véeg UTrOXPEUZ’GG"’; TWY - eTaipiiy T,Tog
5paorqplO7TOIoUVTal 0TV KAGSo ¢ HETaPopds emBargyy, JTO KAl TMPog Tov yap
Schengen, Ol oTroje¢ TPOOTIBev Ty OTIS 170 UPIoTdEVEC UTTOXP€(U°5'§-' ) v

2. Kartéwy, TOUTOUY Ko mPog Ty Karetuvon NS emiteugne OAOKANPwpEvnc EVNuépwaong Lo
eun}\exépevwv Poptwy eqry TWV véyy UTToxXpeioeyy TTou amro



otrolacdnTote dIEBVOUG Evwang WETAQPOPEWV TTPOCWTTWV KAl T€EAOG, va yvwpilouv 6T,
EPOOOV OUHMETEXOUV OTIC UTTOWN ouvedpidoeig, Ba AapBdvouv aAAnAoypagia aré NV
Eupwraikf Emitpotr| kai amé tov Eu-Lisa, ava@opikd pe ¢ntriuata tou EES, tou ETIAS «kai
TWV gpyaciwyv TG Opaddag.

Katdmv twv avwrépw Kal TTPoKelpévou EKTTANPWOEI n utoxpéwon g Xwpag HOg yia
OUMUETOXI MIOG EVWOEWS PETOPOPEWV TTPOCWTTWY ylo KdBe TUTTO pETAQOPdS (xepoaiag,
evaépiag kal BaAdoaiag) oTig ouvedpIdaElS TG Opadag Epyaoiag Metagopéwv (Working
Group Carriers), TapakaAoUpe yia Tnv, katd Adyo apHodIOTNTAG KAl TO CUVTOUATEPO Suvartod,
EMAOY Kal yvwaTOTOINON OTOIXEIWV EMKOIVWYVIaG Miag évwong MeTa@opéwv
TPOOWTIWV (Xepodaiwv, BaAdooiwv Kai Evaépiwv) o€ €BVIKG emmiTredo, n oTroia va
IKAVOTTOIE T AVAYPAPOHEVA OTNV TTAPAypPAPo 3 TOu TTApOVTOG, KPITHPIA.

EmimAéov, Trapakalolpe 6TTwG pag koivotroifioeTe AioTa adg1050TNUEVWV ETTIXEIPAOEWY
METAPOPAS TTPOCWTIWV (XEpoaiwv, BaAdoTIWV Kal EVOEPIWV), OKOHO KOl TOTTIKWV
Xepoaiwv kai BaAdOCIWY, TIPOKEIUEVOU EV GUVeEXEia val TpowenBei otnv EupwraikA
EmiTpoth.

To mapov utroBdAAeTal ato Mpageio k. MpoioTdpevo KAGSou AMOSATTOV Kal MpooTaaiag
Zuvopwv / A.E.A., yia TV evnuépwan.

H O
TMHMATAPXHZ
< / Ao '
TATPY GANOZ-IIANATIQTHE TOYPAOMOYXZH APXONTOYAA / AMOYAHX
YIIAXTYNOMOZ B’ AXTYNOMIKOX YIIOAIEY®YNTHX AX OZ AIEY®YNTHXZ

1)
2)

3)

4)

1)

IIINAKAY ATIOAEKTQN
IIPOx
YIIOYPT'EIO YIIOAOMON KAI META ®OPQN / I'ENIKH AIEYOYNEH META®OPON

YIIOYPTEIO NAYTIAIAX KAI NHIIQTIKHE IMOAITIKHE / AIEY®YNEIH NAYTIAIAKQN
EIIENAYZEQN KAT @AAAZXIOY TOYPIZMOY

YIOYPTEIO TOYPIEMOY / TENIKH I'PAMMATEIA TOYPIETIKHE HOAITIKHE KAI
ANAIITYEHZ

YITHPEXIA IIOAITIKHE AEPOIIOPIAT

KOIN.
oz OA N KAIITPOXTAZXIAT XYNOPQON/A.EA. \X | » L@ | ¢
A ORIARAY B 1o (eptis

/



PUBLIC

CU-LISANw

Modification of Contact Details Form

This document may be used by a carrier to transmit new contact details, to modify the previously
communicated contact details, and to ask for the deletion of previously communicated contact
details.

This form should be sent to the carriers onboarding@eulisa.europa.ey mailbox by the Carrier
SPOC. Please add “Contact Registration” in the subject field of the e-mail.

Mandatory (e.g. C0191 ) assigned by eu-LISA and communicated to
Carrier Submission ID the carrier

Mandatory

Carrier Company Commercial
Name

Mandatory IF the Contact Person is of the Service Provider’s Entity

Service | Organisation Name
Provider!

System Name

Mandatory (Tick only one)

O Create a new Contact
L1 Update current Contact’s details
O Delete current Contact

Reason of Contact Request

Mandatory Contact’s data
*) obsolete when Contact deletion is requested

Name

Surname

Postal address*
Contact

details

e-mail

Phone*
(e.g. +31 (0) 123456789)

Mobile phone*
(e.g. +31 (0) 123456789)

Time zone*
(e.g. UTC +2)

L Mandatory (Tick only one)

' Registration is required only for carriers. Contact details of Service Providers may be provided in order
to facilitate the testing procedures and the access to the carrier interface.
10f 2
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PUBLIC

CU-LiISNwa

Contact
Role

[ Other:

[ The Carrier’s legal representative

O The SPOC for the Carrier

O The backup for the POC

O A functional e-mail address

U The Carrier's Contact Point for the System-To-System channel

L1 The Carrier Service Provider’s Contact Point for the System-To-System channel
LI A technical contact for a specific topic

LI The SPOC for staff registration

Contact Roles description

Carrier’s legal representative

Is the legal representative of the company

Carrier’s SPOC

Is the administrative Single Point of Contact for the Carrier
Entity

Backup POC

Is the backup administrative Point of Contact for the
Carrier Entity

Functional e-mail address

Is an additional functional contact that the Carrier wish to
add in the communication flow

Carrier’s Contact Point for the
System-To-System channel

May be a technical point of contact in the Carrier's
Organisation that will manage the communication related
to the System-to-System integration

Carrier Service Provider’s?
Contact Point for the System-
To-System channel

In the case the System-to-System integration is managed
by an external Service Provider, is the technical point of
contact that will manage the communication related to the
System-to-System integration

Technical contact for a specific

May be an additional technical contact that the Carrier

topic wish to add in the communication flow
Is the Carrier entity that will manage the Carrier's Staff
SPOC for staff registration Members registration for the Web Portal and Mobile

Application interfaces

2 Registration is required only for carriers. Contact details of Service Providers may be provided in order
to facilitate the testing procedures and the access to the carrier interface.

2 of 2
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PUBLIC

CU-LISA@

Carrier Registration Form

Please use this form to transmit the information needed to register in order to gain access to the
carrier interface (in accordance with Article 10 of Commission Implementing Regulation (EU)
2021/1224 of 27 July 2021 and Commission Implementing Regulation (EU) 2021/1217 of 26 July

2021).

The Carrier Single Point of Contact (Carrier's SPOC) should send this form to the following
mailbox: carriers_onboarding@eulisa.europa.eu.

Please add “Carrier Registration” in the subject field of the e-mail.

Declarations

Mandatory
Carrier Legal
Name
Carrier e-mail | Mandatory
Address
(can be a functional
or personal address)
Carrier Mandatory
Telephone
Number
(e.g. +31 (0)
123456789)
- Mandato
Carrier Postal v
Address
Carrier Optional
Commercial
Name
Mandatory (One Member State or a third country where Carrier is registered)
Country
iy Optional (Tick only one)
nossyy OAir [ Sea 0 Road (Coaches)
Optional
Industry Tag
Optional
Official Carrier
Entity
Mandatory

The carrier identified in this form declares that:

COMMISSION IMPLEMENTING REGULATION (EU) 2021/1224 of 27 July 2021
COMMISSION IMPLEMENTING REGULATION (EU) 2021/1217 of 26 July 2021
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PUBLIC

cU-LISA @&

I It operates and transport passengers into the territory of the Member
States or intend to do so within the next six months (see list of
European Union Member States and Schengen associated countries
applying ETIAS or operating the EES below);

O It will access and make use of the carrier interface in accordance
with the minimum security requirements set out in this registration form;

O Only duly authorised staff will have access to the carrier interface.

20f9
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PUBLIC

CU-LISAE

Legal
Representative
Contact Details
(of the company
requesting the

registration)

Mandatory (Legal Representative’s data)

Name

Surname

Position

Postal address

e-mail
(can be a functional or
personal address)

Phone
(e.g. +31(0)
123456789)

Mobile phone
(e.g. +31 (0)
123456789)

Time zone
(e.g. UTC +2)

Functional
e-mail address

Optional

Contact point
details

Mandatory (Single Point of Contact data)

Name

Surname

Position

Postal address

e-mail
(can be a functional or
personal address)

Phone
(e.g. +31(0)
123456789)

Mobile phone
(e.g. +31(0)
123456789)

Time zone
(e.g. UTC +2)

COMMISSION IMPLEMENTING REGULATION (EU) 2021/1224 of 27 July 2021
COMMISSION IMPLEMENTING REGULATION (EU) 2021/1217 of 26 July 2021

30f9



CU-LISAN@

PUBLIC

Backup contact
point details

Mandatory (Single Point of Contact backup’s data)

Name

Surname

Position

Postal address

e-mail
(can be a functional or
personal address)

Phone
(e.g. +31 (0)
123456789)

Mobile phone
(e.g. +31 (0)
123456789)

Time zone
(e.g. UTC +2)

Instruments of
company
constitution
including
statutes

Mandatory (The Filename(s) and the language used in files attached to the Registration

Request).

Attached documents should be in, or officially translated into, one of the official Union or
one of the Schengen Associated Countries languages.

File Name

Document language

Registration
document

Only one is Mandatory — Tick the proper one. (The Filename(s) and the language
used in files attached to the Registration Request).

Attached documents should be in, or officially translated into, one of the official Union or
one of the Schengen Associated Countries languages.

O Company Business Registration from either at least one Member
State, where applicable, or from a third country

File Name

Document language

Member State or third
country that issued
the official company
registration

COMMISSION IMPLEMENTING REGULATION (EU) 2021/1224 of 27 July 2021
COMMISSION IMPLEMENTING REGULATION (EU) 2021/1217 of 26 July 2021
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PUBLIC

cU-LISAN&

Registration number
If applicable

O Authorisation to Operate in one or more Member States, such as for
example an Air Operator Certificate

File Name

Document language

European Union
Member States
and Schengen

associated

countries
applying ETIAS
or operating the

EES where

Carrier intends

to operate

Mandatory when presenting a registration in a 3™ country

O Austria O France O Malta
[0 Belgium 0 Germany [0 Netherlands
[0 Bulgaria O Greece O Norway
O Croatia O Hungary O Poland
O Republic of Cyprus | O Iceland O Portugal
[0 Czech Republic O ltaly [0 Romania
O Denmark O Latvia O Slovakia
[ Estonia O Lichtenstein O Slovenia
O Finland O Lithuania O Spain

O Luxembourg [0 Sweden

[0 Switzerland

Carrier Choice

At least one is Mandatory (Tick channels to be planned for use and give further
preferences)

O Web browser: O Chrome, [ Edge, O Firefox, O Safari,

O Other

for Data If other, please specify: ....................
exchange
Channels 1 Mobile Application: 0 Android, O iOS, [ Other
If other, please specify: .......................
[ System-To-System integration
Optional
Comments

50f9
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MINIMUM SECURITY REQUIREMENTS

In order to perform the remote connection, the Carrier must comply with the rules defined below. Failure
to comply with those rules may result in Carrier disconnection and/or Carrier deregistration from the
Carrier Interface.

1.1. Obligations of Carriers

Carriers shall ensure that only duly authorised staff have access to the carrier interface. The carriers
shall put in place at least the following mechanisms:

(a) physical and logical access control mechanisms to prevent unauthorised access to the
infrastructure or the systems used by the carriers;

(b) authentication;
(c) logging to ensure access traceability.
Carriers shall provide means to ensure compliance with the following security objectives:

(a) identifying and managing security risks related to the connection to the carrier interface;

(b)  protecting the ICT environments and the devices connected to the carrier interface;

(c) detecting, analysing, responding to and recovering from cyber security incidents.
1.2. Authentication Scheme
When carriers access the carrier interface using the Application Programming Interface, the
authentication scheme shall be implemented by means of mutual authentication in accordance with Art
45 paragraph 3 of the ETIAS Regulation 2018/1240.
1.3. Authorised Staff

(1) The Carrier shall ensure that the tasks entrusted to them are carried out only by authorised
staff.

(2) The Carrier must keep a register of the members of the authorised staff.

(3) The Carrier shall instruct the Authorised staff to comply with the security rules set out in the
current text.

1.4. Authentication / Identification of the Authorised Staff

(1) Each member of the Authorised staff using technical equipment connected to the Carrier
Interface must be clearly identified and authenticated.

(2) The Carrier is responsible for the internal management and assignment of the Authentication
/ Identification mechanism(s) for its staff.
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(3) The Carrier is legally, jointly and severely liable for the consequences of the misuse or loss
of the Authentication / Identification mechanism(s) allowing the use of the Carrier Interface
by persons not belonging to the Authorised staff.

1.5. Carrier specific duties

The Carrier undertakes:

—_

(

) To use the information provided by eu-LISA for no other purpose than to execute the tasks
based on the EES 2017/2226 and ETIAS Regulation 2018/1240 and shall not reproduce,
publish or otherwise disclose such information to any third party;

(2) To destroy all data, transferred to premises of the Carrier in order to perform the tasks
required once they are no longer needed;

(3) Toremedy as soon as possible and on best effort basis any fault, problem or weakness that
could appear and for which the Carrier is responsible;

(4) To comply with new security rules at the request of eu-LISA, for example if eu-LISA
implements new Authentication and Access control mechanisms for the connection to the
Carrier Interface.

(5) Conduct a risk assessment and implement a security plan for ensuring the security of the
Carrier connection to the Carrier interface

1.6. Members of the authorised staff duties:

The members of the authorised staff shall be informed by the Carrier's Single Point of Contact (SPOC)
on the following rules:

(1)  To comply with the security rules and policies of the Carriers related to the connection to the
Carrier Interface;

(2)  Not to disclose information held by the Carrier on behalf of eu-LISA to third parties, except on a
need-to know basis where authorised;

(3) To make reasonable use of all available means of controlling access provided by the Carrier and
in balance with the sensitivity of the information concerned to prevent unauthorised persons from
using the resources at their disposal, in particular by ensuring that computer terminals are not
accessible during absences;

(4)  Not to disclose authentication procedures or share them with third parties unless required to do
so by the needs of the service and after obtaining the Carrier approval,

(5) To be responsible for action taken in their name;

(6) Not to install or use on computers (work stations, local or central servers, etc.) any equipment or
programmes, from portable storage media (diskettes, optical disks, etc.) or downloaded from
electronic bulletin boards, e-mail systems or telecommunications networks belonging to third
parties, unless explicitly authorised by the Carrier;

(7)  Not to install or have installed connections with networks without explicit authorisation from the
Carrier;
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(8)

©)

(10)

(1)

1.7.

(1
(2)
©)

4)

®)

(6)
)

Any party is prohibited from using the interface or its content:

eu-LISA reserve the right to terminate use of the service or any related website for violating any of the
prohibited uses.

Not to set up electronic bulletin boards, e-mail systems, modem connections or any other type of
information communication system that could enable unauthorised persons to gain access to the
eu-LISA systems without explicit authorisation from the Carrier;

Not to use equipment or software that is their private property when connected to the Carrier's
and / or eu-LISA's network without prior explicit authorisation from the Carrier;

To notify their superior in the Carrier as soon as they suspect any failure or incident affecting the
security of their own environment or of other systems;

To take all possible steps in respect of availability, confidentiality and integrity to safeguard the
security of their working environment, particularly as regards working methods they have
introduced or developed themselves.

Prohibited uses

For any unlawful purpose;
To solicit others to perform or participate in any unlawful acts;

To violate any international, federal, provincial or state regulations, rules, laws, or local
ordinances;

To infringe upon or violate eu-LISA intellectual property rights or the intellectual property rights of
others;

To harass, abuse, insult, harm, defame, slander, disparage, intimidate, or discriminate based on
gender, sexual orientation, religion, ethnicity, race, age, national origin, or disability;

To submit false or misleading information;

To upload or transmit viruses or any other type of malicious code that will or may be used in any
way that will affect the functionality or operation of the Service or of any related website, other
websites, or the Internet;

To collect or track the personal information of others;
To spam, phish, pharm, pretext, spider, crawl, or scrape,
For any obscene or immoral purpose;

To interfere with or circumvent the security features of the Service or any related website, other
websites, or the Internet.

NOTIFICATION

The carrier shall inform eu-LISA of any changes regarding the information provided via this form or in
case of technical changes affecting the ‘system to system’ connection to the carrier interface that may
require additional testing in accordance with Article 12 through a new submission of the present form.
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The carrier will be automatically deregistered from the authentication scheme if the logs show that the
carrier has not used the carrier interface during a period of one year.

The carrier may be deregistered from the authentication scheme in case of a breach of the provisions
of the applicable regulation, the security requirements referred above or the technical guidelines,
including in case of abuse of the carrier interface.

The carrier is obliged to inform eu-LISA of any personal data breach that may occur and regularly
review the access rights of the dedicated staff!.

" Article 10, COMMISSION IMPLEMENTING REGULATION (EU) 2021/1224 of 27 July 2021 and Article
10, COMMISSION IMPLEMENTING REGULATION (EU) 2021/1217 of 26 July 2021
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